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Towards Traceable Overlay Network over Virtualized Systems
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We have been researched the traceability of overlay network including P2P network and
virtualized systems. For this purpose, we have developed monitoring system for P2P network
and virtual machines running on hypervisor. As one of the design goals, we have aimed to
enhance the system about fine-grained and large-scale monitoring for tracing information leaks
and malware outbreaks. In this research, we have cooperated with software house and Sler

concerning information security and evaluated our systems on testbed of NICT.
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input 1: installation of text editor
input 2: installation of device driver
input 3: installation and

execution of malware
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input 1: running P2P application
input 2: running Internet Explorer
input 3: installation and

execution of malware
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input 1: running P2P application
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input 2: installation of device driver
input 3: installation and

execution of malware
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