EFEBITFAIRBEF LT —FTERROBBAZTRARICHCE TR

Securing Information from the Hardware Level: Developing Technology to Prevent Malicious Circuit

Insertion

Rl ER
BHILAIKREY FHREY

(Associate Professor, the University of Fukuchiyama, Faculty of

(Masahiro KINUGAWA, Ph. D.)
HEHE BE(TE)

lnformatics)

IEEE &EHiEdisETs AAKERRTYS

¥ : Richard B. Schulz Best Transactions on EMC Paper Award, IEEE

(2024 #F). Richard B. Schulz Award for the Best EMC Transactions

Paper - Honorable Mention, IEEE (2020 /). A ./ ~_—3 3 LViCE, &
THHEER B L HlEx2 V70 R Y T A (017 4F). RS

JlE, —MEHERE A MBS (201649 i

Ed B R 2 U T LR SRR O STEER ~— U =7 e

AL BIERRZ OB, AT EMC, BFEHR (2021 4F). &

TEREERD AT T 75 A D6 OBRERIEHRIF O ATREMEZ DWW T, AT

EMC, BABE4iiHhR (2015 4F)

WERERo T « WX 2 7 ¢ BEER LY B 17

TeX2 VT EEEX=U T BRI

N—FU=

HhoEL
THHBERBOEREX 2V T 11X, T F~ry
2TV TRz TRY T N =T Ty T T— el
FICV T P =THEHICE s THR SN T& 72, —F T,
BT D2 =Ry =7 Tk, Y7 by =T T
HINLGT =070l T A BEERRENERE
FELTRVERD ESNTWS, LNLARRL, /EkD
ELEIEICE AR OMERERE) BHROTGTIRSe
B S A A F T DB RE DN i}:/ué:‘%”téhﬂ\foc
Mol ZTOFFIZIFT A b EBRBBEEOREN H
WEEFILE UL, HFREEes aﬁ%@f‘%ﬁﬂﬁ#
SE#ZESEZRET S b0, RIEREE AR A L TR
BN EBEEZRST 5 b0, BEROITICER - MR~
0 —7 ZhlE UGB R 28T 5 b O AV
BTN D, AFETIE, ZND OB K - THAE
T2 E BRI O ERREE (BT v —T)
N OEZERZ, N— R =7 LM bIFREF
2 VT 4 BT D FIEERET D,
THEBREMISIIFEEN D R—YFrarta—HF|C
EHET, BROAETRIZIAKREBELTREY, £ 0

. WEERE RS TV D, ARIFR T, 22l TRl
ﬁ RERE Y ThH~Y A v uar bn—50 [EE
REF vy T RE ZIGHL, 7 1>
=TV MG CX DML LIz, 20
FER. (BEOEBIN, REREOREA, ITHERR
Tu—v IR EOR Y, BT =7V b
DEE LTHRZ B D AEEMEEZ R LT,

. IRERLEN
X?%%7¢V%XV%%§%\N%Vfw:yH
a—H, TV oHRE SEIERBERBEKSTE
RALE AEDA 7T LTRPERWVEFETH D,
ZDA T TIZRENT, FHHltx=V 7 1135 THE
PREHR LR L, Y7 =T ICELTET v Fwv
T V7 RN T REICIDRERPEHIINTEY
BRVEN—ERERZNTWVD,

\
User Program
Kernel >~  Software
Hypervisor
Firmware
< Not enough
Hardware } Tamper
resistance

L fE#tF= )7 1 ORSERE

Lol B Tl o RITE RIS L > T3
BRICALER - [REE S L THR Y  HEEIE DY 16 (EMIRIK)
MABRESFL LTUTERLTWDRY | T B
BT 52 L THBOGIRRLE IS AN TREE 25 (M
Do S5, IC NERICARIERE & ATy Z L IT K - T,
FE DKM T Ol REIES T2 FH bHE S
TWa[1l2], ZORERKIX I™—RFRU=7 ha—
Y% (Hardware Trojan, HT)] [3] &MREiEi. IC @
@éiﬁﬁ# IWEMTOND Y T4 F=—> EOMEE

Tikmm S AL TV 5D,

TELECOM FRONTIER No.126 2025 WINTER



EFEB,MFIMBEFLVTA —FEBBOHEAZRARICH C BB

Securing Information from the Hardware Level: Developing Technology to Prevent Malicious Circuit

Insertion

2 fEEREER BlcgE s
N—Ry=z7 hag—T %

’ttd H‘; W Untrusted Period of Integrated Circuits
n
Trusted Untrusted
IC P 3
Specification — Design/Mask/Wafer Probe/Package — Test —> Deploy
HT
inserted HT B Untrusted Period of Printed Circuit Boards
circuit on Board
Specification === Circuit Design/PCB Manufacturing/Assemble —I
[

L Test/Packing — Logistics Used by end users
L

PCB
[
l | L L L L L L Attackers

X3 1C &1l FEAR A~ IE A 235 A
XnBZAIT

FIEROMBEIL 1C NEEINHE B IERIC HAF
FELTHY [4] (KM 2), REEBKOFE AR - i -
i - BEETOTA 7P A I NVITHEE>TEZID 9
D2 ENHEINTVD (K 3), FRZEA BRI,
BaR O ERZ RET % SRR GENATRETH 5
7o, BUEEFEIZT BMERe D TIE R, 2 —PHME
Mh P BEIEETY 27 Bk 5,

A [A] B FE A~ DA E R AR A DWW TG 2%
B 5[40, ZDORFIZHOVTII I EmR SN TV
WV, B BIT 2N E TIE TR R~ O R IE B F A
ADFEBMEZ B LI5], F—R— R & OREE 50
5T 4 AT A OEEES. BFEEOY A R F v =3
JMEFNCED £ T, RIEEBKIC X HHEEHR O ES
ARETHDHILERLTEH, LML, ZhEHHET

s
could access to products

% BARB 2 7RI 0 ITHESL STV R0,

Z T, AT, HENOHEEICELIETOT
A THA T MZENT, BRI IR~ O RN IE R HF
AR TELFELRET S, ZOFEITL- T,
LRI AN— R =TENr Y 7 =T EET—
BLTHBREX 2V T 0 2 MRT2ZENAREERD,
FRICARIFZE Tl 2 A FEIARD 6 &R R E %
B570, BRI EREL OERRE (BT 1~
=7V ) OEEIEHT D, 29 LT, K&k
WAL 2 EMA A OENE & b %, NIEREEORA
ZRBIRNEDIZTHZ ENHNTH D,

2. B4 VH—TU Y FEBOERFE

BRI FD OB 7 4 =TV "2V T
A DZEART D 20120, IEEE & g O Fa ik
(CHLAOAT BN B B, LovL, mEtERED IR RS
REpOEAT T D7, —RAREERICHEET D 2
LIXHNEETH D,

Z ZCAMIZETIX, AERBEOMAIZL > TELT
L MER ICEBRBL, TOELEZRADFEEERL
72, BROBICIHEREOLILE LTHIEZOLND
7o, ZOMEBN X ZHEREE 2B I
EWRICELET 5, S5, BFEORE#AEZ RE <A
ATIHEDL LS. O D EREERER IR ST
WhvArmarybhn—J0fERREY v TFRE T
JHRez T 5,

Elements of
touch sensor function

charge

Current DAC
signal trace

stray 1! inserted

T

Voltage ADC Tcapacitance I} HT
voltage
measurement

X4 v~ 7maryhba—F | CHNEIN-
YTV TR BT 4 T —
7 v FEHAI~DRSH

~vqrmarka—7&E 150 ICI CPU R A
Y AHBHE= . U T ABERER AR EAE L%

TELECOM FRONTIER No.126 2025 WINTER



EFEB,MFIMBEFLVTA —FEBBOHEAZRARICH C BB

Securing Information from the Hardware Level: Developing Technology to Prevent Malicious Circuit

Insertion

S/ a2 —E2ThD, EFEO~A 7 ma b
0— 7%, HEESERIC L5 a3 X NE T RN,
BERERAAL v TFORELE L THERERXY v T &
VUV THREEALTVWS (K4), T, EEIRIR
THIER S EFE L, TOBEDZEE ADC (7
ol 54 VFNary =) CHET AIH#AETH
%o KWFRTIE, ZOHMBE TERT o H—TF
Y OFHIASIEAT S 2 & T BEfFERRG~DOR R
B/ NRIZHNZ 72703 B B OB 2 B L T2,

Hardware Trojan

Scale: mm
FET: ATF-54143
Ant: Helical

B 5 1l E s O ﬁ%lﬁlﬁﬂ%ﬁi%%’*ﬂlﬁﬂsbt
BTV & S AR IE R

FEAGSEER Tl (S B RE 0O 7R 7[Rl B & fili s
fbL7eET7 v ER (K 5) Z#/FER L,
Technologies L CY8C588SLTI-LP097 <1 7 1 =
yihue—=J&2Mwe (¥6), 2o~ /marbu—
TIXEE MRS TOSE 21T 5 72O S 508,
D NI A A > F 2 L TR~ EERe T 5 £ 9
L (K 7)., @EEFMELELTOHHEWEIRIC B
T4 W=7V hEEST DMREE L (X8), Z
IFTHZ LT, HEROMEREELER D Z L JER
EFEITTE D,

Infineon

1/0 Pin & Mux
Datalink Module {

pin_sda ot
ADE SAR
. Voltage ADC
Jin oh W

Pin_mosi dm ng)e-[=]ISR_DMA_Dons
Mastar nm:s
=C=)

S
Current DAC

(6 ~Afr/naryho—JZFELE
EWHET 4 > —7"V > b EHAE]

HT Detector

12C

SPI

-

Datalink Module ——0Q

w To /O Pin

1/0 Multiplexer

HT Detector

(Capacitive Sensor)

7T wArsunarira—JWNEOARL v TYY X
W2 X D EEEE L FHEMED 2 EAL

Data Link Protocol Measurement Signal

n 1 < T L
-0.1 0 0.1 0.2 03 04 0.5 0.6 0.7 08 09
Time [ms]

X8 WEEFLEMT 4 H—71V v FeHAUE =
D EAL

3. ®E

5@:57‘/1/%$EJ: T RCEEKEZHW TS
I2C I gL xF—AR— R DA /57:\:*—25 L
L i)ﬂb\%h%&%@@@W\rﬁiﬁ%#&o ZEbHE,
Z ZITARERE (M 5) #fA L THREGFROGIE
HEL., ZOBCEMEILTAEL LB ROENEE X
LM EFEFR LT,

9 BELOUK 10 ITRT LI, FFEAEFHIKIC
I ¥ 7 Charge Phase THEIF % EEI CTHE L.
Measurement Phase CHiEOH 28117 5 (X 11).,
% LT, Measurement Phase HHF O Z2FE ) L7 H
1 FEESLTE A 7T AMELIRERAK 12 T

TELECOM FRONTIER No.126 2025 WINTER



EFEBITFAIRBEF LT —FTERROBBAZTRARICHCE TR

Securing Information from the Hardware Level: Developing Technology to Prevent Malicious Circuit

Insertion

b5, RIERBENHEASIZEA . B @R &
TR R D05 ERL, E AN T A LETHERE—Y
(410 @ THT detected] #%) 23> Z &b, KE
ERHETEHZ LR LT,

Scale: mm
FET: ATF-54143
Ant: Helical

N e mmemeeemeo
— —— W/ HT
2 A R PR w/o HT
rD . .
< , Summation is output
o , f
= of the measurement
als
m |+
>N
] . 1 -
0; t, Time 1t !
V]

N L4

" Charge phase  Measurement phase
IDAC:4HA' tW: 10“5 IDAC:OAItZ: 100 US

X9 BT 4 H—7V v FatlIF O
FHHH B O FBEHER

[ without HT
[Cwith HT |

12C SDA

6000 —

5000 -

4000 | [

3000 [

frequency

2000 -

1000 |

4 45 5 5.5 6 6.5
integration of voltage [V] «10*

10 Measurement Phase TOEE & R4y
THZEILKDE T 1 H—TV b
D EUSHE 5

KHIFFE T ORI TIX 0.1pF A — X OB R EE %
AxBNDTD, RIEREOFHF AT T, Biliis
EHETo—bv U7 LT EFEEAIRD X O RIKEBIZD
WTHRBETHLTE L EEX DD, WBEZHRH
LGBt 7 =4 v —7F— R~BITL,
BEIER AP DORVIRIBICEI D B 2 5 2 & TR #®ETIR
AR ZEMARETH D, £z, RIERIE HRZ R
HESEHGEICT, BHREzi vy N EED R
EOXR CHE A MG TE 5, [6][7]

4. [¥REE

AR CTIRBELIEM T 4 o =7V ML DR
IEEEEFHAOBRIFEIL, Ziie~A /7 rnar br—
TOHBTHERTE DD, &b HIHFRBEHRICE
AFBETH D, Flo, BMHEEEREWZO, ML
TEARERKE T RS FITHRIEHTE S, &6, 20
FIEa BEB P DB A LB AT 2, a0 T4
THEA DERIZ DTS To— R =7 D&M 2%
TE 5,

N= R 2T X2 )T 413V AT MEFEMEORE
EXRDLDHDOTHD (1), ZADBRRETRIUL, Y
T =T HOEF2 )T xR ESDET, LV
[ 72 BB E RO X 2 ) T 4 ZFEBLT 5 2 LT
REL 722, BICERREFRMSZEBT 572010,
— R =27 hoD7 Fu—F 35 % S HICHEEM,Z 1
FTEBZLND,

BHYIC

AT TIE, R =2V T 0 OFEEH S B[
BICx LT, RIERZERE (RERROFEALRLY) %
RIS 272 OB RERFELRRE L, ZOFiE
IZE o T, RIERIZ X 2HBEEROGEHIFO R
ERfELZNEEICL, "—RU=T WY 7 =T %
T—HLIEEREX 2V T 1 OMRDBAREE D, &
BT, FElZemdli o KA O FHAZE E 2 M3 bW, BE
fEO~A 7 mary hu—JEE2RMAT 27217 TEA
TELHRBRERFFUTH D,

Fio, BUERMENSER T 0 o T—T ) bR
BEHLETDIET, Y794 F=— BT A ARE
WELED, BERDOTA 7 XA ZERITHhT D EIENM

TELECOM FRONTIER No.126 2025 WINTER



EFEBITFAIRBEF LT —FTERROBBAZTRARICHCE TR

Securing Information from the Hardware Level: Developing Technology to Prevent Malicious Circuit

Insertion

DOHERFNA[RE & 70 D, SIX. ZOHINE & HITRE

. SRR REICEA T AN — Ny =Tk
X2 UTF A HNE LTRASETWHEZWNWEE X T
60

AR

1B I« HhH—T )+
B e O JE PHCEIH S D B R 72 EDEAF K
— D L B DOELE N D D LK —
DHOT AT B 728 RIERZE O HIZFIH T
D,

* IA40arkk0—3
12D ICIZ CPU, AEYV | AR — b & a4
ﬁbt&ﬂ:/tl%5@ & KB EIRIEHE

ICHH SN TEB Y AT v TR T

13%% EXWMH L TCEM T o H—T Vv hEEHET
Do

*3 H%EE”;'!E'
ENETEREEADND D ETRTEEDOZ & B
B s OBLE 72 EJEIRENE D D &b
ML L, E D L% EREICHRIT 5 Z & THRIE
BE BN TE 2,

¥ N—FDx7T H:I—*“)“v‘/ (HT)
IC CE A EM e LT
mgDZ &, %E%#T&
“%%%@ﬁﬁbt@?ét
4 YR LD,

(ZHLAIA ENTAIE
AENMESETZY | B
JEA X2 T

SEXH

[1] S. Adee, "The Hunt For The Kill Switch,"
in IEEFE Spectrum, vol. 45, no. 5, pp. 34-39,
May 2008.

[2] Mitra, Subhasish, H-S. Philip Wong, and
Simon Wong. "Stopping hardware Trojans in
their tracks." JEEE Spectrum 20 (2015):
2015.

[3] M. Tehranipoor and F. Koushanfar, "A Survey
of Hardware Trojan Taxonomy and

Detection," in IEEE Design & Test of

Computers, vol. 27, no. 1, pp. 10-25, Jan.-Feb.

2010.
[4] Robertson, Jordan, and Michael Riley. "The
big hack: How china used a tiny chip to
infiltrate us companies." Bloomberg
Businessweek 4.2018 (2018).
[5] Kinugawa, Masahiro, Daisuke Fujimoto, and
Yuichi

information extortion from electronic devices

Hayashi "Electromagnetic
using interceptor and its
countermeasure," JACR  Transactions on
Cryptographic Hardware and FEmbedded
Systems (2019), pp. 62-90, 2019.

[6] M. Kinugawa and Y. Hayashi, "Board-Level
Hardware Trojan Detection Using on-Chip
Touch Sensor," 2022

Symposium on

International

FElectromagnetic

Compatibility — EMC Europe, Gothenburg,
Sweden, 2022, pp. 168-171.

[7] M. Kinugawa and Y. Hayashi, "Detecting
Hardware Trojans on Inter-IC Serial Data
Links Through Capacitance Sensors," 2023
IEEE  Symposium on  FElectromagnetic
Compatibility & Signal/Power Integrity
(EMC+SIPI), Grand Rapids, MI, USA, 2023,
pp. 485-485.

COMEIL. SHM2EESCATHEBBOMEREL
THRASN, T3 ~5FEICEESNI=LDTT,

TELECOM FRONTIER No.126 2025 WINTER



